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Framework for Preventive Control of Power
Systems to Defend Against Extreme Events
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Abstract—Enhancing power system resilience against extreme
events is becoming increasingly critical. This paper discusses a
unified framework for preventive control of power systems to
enhance system resilience, which includes three parts: resilience
assessment, resilience grading, and resilience enhancement. First,
the resilience assessment contains facility-level and system-level
resilience assessment. The concept of fragility curve is used in
the facility-level resilience assessment. Various resilience indices
are developed in system-level resilience assessment to roundly
depict the impacts of extreme events on power systems and
determine the system resilience. On this basis, the resilience
is divided into different levels by resilience grading strategy,
which can efficiently quantify the severity of the impact of
extreme events and provide decision-making for the resilience
enhancement strategies. Then, control strategies for enhancing
power system resilience are also divided according to different
resilience levels. A controlled islanding based preventive control is
proposed to enhance system resilience, which aims to strengthen
the first defensive line of power systems to deal with extreme
events. Finally, taking the typhoon disaster in extreme events as
an example, two tests carried out with two typhoons demonstrate
the efficiency of the proposed method.

Index Terms—Controlled islanding, extreme events, power
system resilience, preventive control.

I. INTRODUCTION

EXTREME events, such as typhoons and snowstorms,
occur frequently, which often causes severe damages and

even blackout accidents to power systems. For example, a
strong typhoon Rainbow hit the southern power grid of China
in 2015, causing more than a thousand lines and over one
hundred substations outage, furthermore, the power supply of
above 4 million customers was interrupted for several days [1].
In 2021, more than 4 million people in Texas of U.S. are out of
power due to an extremely cold weather event. The blackout of
Texas further induced a dramatic increase of electricity prices
and the interruption of daily necessities such as water and gas,
which exerted a significant impact on people’s lives [2].
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Therefore, it is crucial to ensure the safe operation and
reliable power supply for power systems under extreme events.
To this end, a concept of “resilience” coming from ecology [3]
was proposed to help power systems defend against extreme
events. Resilience refers to the ability of power systems to
resist to high-impact and low-probability extreme events [4],
[5]. In this context, the impacts of extreme events on power
systems can be effectively quantified by resilience assess-
ment. Then, corresponding resilience control strategies can
contribute power systems to enhance the resilience and resist
extreme events. Hence, enhancing power system resilience
relies on the resilience assessment, and both are an organic
whole in facing extreme events, which deserves to be studied
in depth.

A. Literature Review

Much research has been conducted on the resilience as-
sessment and resilience enhancement strategies to resist ex-
treme events [6], [7]. Resilience assessment of power systems
can be categorized into facility-level resilience assessment
and system-level resilience assessment. The essence of the
facility-level resilience assessment is to evaluate the damage
probability of power facilities during extreme events. The
fragility curve can effectively relate the damage probability
of power facilities to the intensity of extreme events. Thus, it
has been extensively applied to assess the resilience of power
facilities [8], [9]. The system-level resilience assessment is
mainly to use related resilience indices to assess the impacts
of power facility damage on power system operation. In [10],
the expected load loss due to typhoons is defined as the
resilience indices to assess system resilience. On the basis
of this, the frequency of load loss is defined in [11], [12] to
assess system resilience during extreme events. In [13], several
resilience metrics were proposed to quantify system resilience,
then the amount of generation capacity and load demand that
are connected during extreme event are adopted as resilience
assessment indices to quantify these resilience metrics.

Following the resilience assessment, resilience control
strategies are available to enhance power system resilience
when the resilience diminishes. The resilience enhancement
strategies mainly consist of physical strategies and operational
strategies. Reinforcing power facilities before extreme events
is a typical physical strategy to enhance system resilience [14].
In practice, Texas ever planned to improve transmission line
design standards to defend against hurricanes [6]. However,
the reinforcement strategy suffers high costs and may not
be always sufficient to cope with extreme events. Therefore,
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much research has focused on using operational strategies to
enhance system resilience, where the emergency response and
load restoration techniques applying energy storage system
(ESS) [15], [16], microgrids (MGs) [17], [18], and distribution
energy resources (DERs) [19] have been extensively discussed.
The core of these control techniques is to coordinate and
configure MGs, ESS, and DERs to ensure power supply during
extreme events and then enhance the system resilience. Except
for the above post-event control techniques, preventive control
executed before extreme events is also a feasible resilience
enhancement strategy. In [20], a preventive control strategy
considering generator re-dispatch and topology switching was
proposed to boost power system resilience. A controlled is-
landing based preventive control strategy was proposed in [21]
to enhance the system resilience.

B. Research Gaps

From above research, current resilience assessment indices
are mainly defined from the generator side and load side, and
merely reflect the impact of extreme events on power system
resilience from the load loss and generator loss. However,
the impact caused by extreme events are not just load loss
or generator loss. The security and stability of the whole
power system are also extremely easy to be influenced by
extreme events. Nevertheless, rarely has literature assessed
power system resilience from these aspects. Therefore, the
resilience assessment indices are well worth further research.

In terms of resilience enhancement strategies, the control
methods for enhancing the resilience can be categorized into
two types from the above research, i.e., preventive control and
post-event control. Much literature has been devoted to the
post-event control. For instance, the MGs, ESS, and DERs
have been extensively applied to enhance system resilience.
Nevertheless, when the impact of extreme events on power
systems is very great, the post-event control often fails to
effectively improve system resilience, which may not represent
desirable control effects. However, because the preventive
control is executed before accidents and the accidents have
not influenced power systems at this moment, it can often
well enhance power system resilience in this case. Moreover,
since the preventive control is carried out before the post-
event control, it can dramatically reduce the burden of post-
event control, which helps the post-event control jointly defend
against extreme events. However, the preventive control under
extreme events, especially the preventive controlled islanding,
has only attracted minimal attention. Only little literature, such
as [21], proposed a preventive controlled islanding to boost
system resilience. In [21], the vulnerable lines with higher
outage probability caused by extreme events were isolated
into one island in advance using the preventive controlled
islanding. Hence, the impact of extreme events is effectively
prevented to be spread to the rest of the network. The rest of
the system can operate safely, but the island that is isolated
is ignored after [21]. In other words, the method of [21]
aims to enhance the resilience of the remaining system by
sacrificing an island, which is more suitable for the extreme
events with more concentrated influence range. If the influence
range is scattered, and vulnerable lines are with far electrical

distance due to extreme events, then the isolated island is larger
and more loads may be lost. Hence, the preventive controlled
islanding deserves to be further studied.

In summary, existing methods have made great contributions
in the field of power system resilience, but they may have the
following issues which deserve further investigation.

1) Current resilience assessment indices are mainly defined
based on load and generator loss, which is relatively single and
hard to comprehensively reflect the impact of extreme events
on the safe and stable operation of the whole system.

2) Most of resilience enhancement strategies focus on post-
event control but less on the preventive control. In other words,
the first defensive line of power systems plays a weak role in
dealing with extreme events.

3) It is lack of a complete and effective execution framework
for preventive control when the preventive control is applied
to enhance power system resilience.

C. Contributions

To address the above issues, this paper proposes a unified
framework for preventive control of power systems to enhance
system resilience against extreme events, which includes re-
silience assessment, resilience grading, and resilience enhance-
ment. In terms of resilience assessment, the facility-level and
system-level resilience assessment are respectively discussed,
and various resilience assessment indices are developed from
the perspective of safe and stable operation of the whole
system. The resilience grading strategy is proposed to quantify
the resilience level, and then provides decision-making for the
resilience enhancement strategy. The resilience enhancement
strategy is categorized as preventive control and post-event
control strategy in this paper, where the preventive control is
the research focus. A controlled islanding based preventive
control is proposed to enhance system resilience. The main
contributions of this paper can be summarized as threefold:

1) A framework for preventive control is proposed in this
paper to enhance power system resilience under extreme
events, which includes three components: resilience assess-
ment, resilience grading, and resilience enhancement.

2) The resilience assessment indices are defined from the
security and stability of power systems in this paper, which
can comprehensively and effectively reflect the impact of
extreme events on the system resilience. Then, a wooden barrel
theory based resilience grading strategy is proposed to quantify
system resilience level, which can provide effective decision-
making for the preventive control.

3) A preventive controlled islanding (PCI) is proposed to
enhance power system resilience. The lines vulnerable to
extreme events are included in the splitting surface, which will
be removed by the PCI before extreme events to eliminate their
impacts on the system. The proposed PCI aims to strengthen
the role of the first defensive line of power systems to defend
against extreme events, and ensure reliable power supply to
all loads as much as possible.

D. Organization

The remainder of the paper is organized as follows: Sec-
tion II provides a conceptual framework of preventive control
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under extreme events; In Section III, resilience assessment
indices, a resilience grading strategy, and a PCI strategy are
discussed; Section IV takes the typhoon disaster in extreme
events as an example to verify the proposed method by
simulation tests; The conclusions are provided at the end of
this paper.

II. THE OVERALL FRAMEWORK OF PREVENTIVE
CONTROL

The proposed framework of preventive control under ex-
treme events is shown in Fig. 1.
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resilience indices 

System-level
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Fig. 1. The conceptual framework of preventive control.

A. Resilience Assessment

The resilience assessment consists of facility-level and
system-level resilience assessment. Since power facilities, such
as transmission lines and towers, are the first to be damaged
by extreme events, the resilience assessment of power facilities
needs to be first conducted. The damage probabilities of power
facilities can be obtained using the prediction information of
extreme events and their models. Then, the outage probabilities
of all lines caused by the damage of facilities can be deter-
mined, and the lines holding outage probability higher than a
specified probability threshold are viewed as vulnerable lines,
which are used to form the contingency set before extreme
events.

The system-level resilience assessment aims to use vari-
ous reasonable resilience assessment indices to quantify the
system resilience after these vulnerable lines tripped. Hence,
the resilience assessment indices are crucial in this case.
Two important factors, comprehensive and effectiveness, are
considered in this paper to construct these indices. To this end,
various resilience assessment indices consisting of the security
and stability of the whole system are adopted in this paper to
comprehensively and effectively assess the system resilience.

B. Resilience Grading

The power system resilience under extreme events can be
fairly assessed based on the first component “resilience assess-
ment”. However, the severity of the impact of extreme events
on power systems, i.e., the system resilience level, is hard
to be determined only by the resilience assessment results.
Furthermore, it is hard to decide if the control strategies for
enhancing the system resilience need to be executed and which
control strategies need to be carried out.

To address the above concerns, a resilience grading strategy
is proposed in this paper. The resilience grading is a bridge
that can coordinate the resilience assessment and resilience
enhancement. Each resilience indicator will be graded into
three levels according to its severity in this paper. Then, a
well-known barrel theory is applied to grade the resilience of
the whole system, which provides effective decision-making
for resilience enhancement strategies. Moreover, the resilience
enhancement strategies are also graded. Aiming at different re-
silience levels, detailed control guidelines and control methods
are formulated in this paper to enhance the resilience.

C. Resilience Enhancement

The final component of the framework is “resilience en-
hancement”. In this paper, the control strategies for enhancing
system resilience are divided into two types, the preventive
control strategy and the post-event control strategy. The pre-
ventive control is available at the first defensive line of power
systems [22], but it plays a weak role in resisting extreme
events. To this end, a PCI is proposed to strengthen the role
of preventive control of the first defensive line to defend
against extreme events. Controlled islanding, also called as
system splitting, has been extensively used as the last resort
of power system stability control [23]–[26], and it is usually
executed after accidents. This paper is devoted to bringing the
controlled islanding forward to the first defensive line, and
expands the performance of controlled islanding to enhance
the power system resilience against extreme events.

III. RESILIENCE ASSESSMENT AND ENHANCEMENT
METHODS

In the Section II, an overall framework for preventive
control of power systems is developed. This section will detail
each component of the framework.

A. Constructing Resilience Assessment Indices

The generic fragility curve shown in Fig. 2 relates the outage
probability of power facilities to the extreme event intensity,
which has been extensively applied to facility-level resilience
assessment [8]–[15]. Thus, facility-level resilience assessment
is not the focus of this paper, and the fragility curve obtained
by [8] is used to assess the facility-level resilience.

The system-level resilience assessment needs to be con-
ducted after the facility-level resilience assessment. To con-
struct effective and comprehensive resilience assessment in-
dices, two concerns have drawn the attention of this paper. The
first concern is that the resilience assessment is not involved in
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Fig. 2. The generic fragility curve.

fault process. This is because the resilience assessment is exe-
cuted before extreme events. The number and location of out-
age lines can generally be fairly predicted during the facility-
level resilience assessment [8]–[15]. However, detailed fault
process when lines are outage is hard to be well determined
before extreme events. For example, will a short circuit fault
happen when lines are broken by typhoons? If a short circuit
fault will happen, how to predict the detailed fault information,
such as fault duration, fault type, and fault location. They are
all hard to be effectively predicted before extreme events. The
resilience assessment results will be inevitably inaccurate if we
consider the fault process, which results in providing wrong
decision-making for the resilience control strategy. Therefore,
the fault process of accidents caused by extreme events is
not considered, and the steady-state system after the accidents
is the focus of the system-level resilience assessment of this
paper.

The second concern is how to reflect the comprehensive
and effectiveness of indices. The security and stability are the
permanent and crucial topics for power systems. Especially
during extreme events, they are the basic premise for ensuring
power supply reliability. Thus, the security and stability indices
can quantify the impacts of extreme events on the system
resilience in a comprehensive and effective fashion, which are
adopted as the resilience assessment indices in this paper.

There are actually many stability and security indices for
power systems which can be used to construct the resilience
indices, such as the transient stability under large disturbance.
However, these indices are not all adopted in this paper. The
proposed resilience indices focus more on static stability of
system after accidents, i.e., stable operation capability under
small disturbance. Since the power system suffers from small
disturbances all the time, maintaining its stable operation under
small disturbance is the most basic requirement for system
survival. If the steady-state system after the accidents cannot
withstand small disturbance, this indicates that the system
cannot even meet the most basic survival requirement during
extreme events and the impacts of extreme events on the
resilience is extremely great. Therefore, the static stability,
as the most basic operation requirement, is necessary to be
used as resilience assessment indices of this paper. As for the
transient stability, it is a too rigorous requirement to make
the system after the accidents still operate stably under large
disturbance. This paper considers that the emergency control
of power systems, such as load/generator shedding [27] and

DC modulation [28], can help the system after accidents
maintain a certain ability to defend against large disturbances.
Thus, the transient stability indices are not adopted in this
paper.

Except for the above stability indices, security of power
systems under extreme events is also a crucial indicator, which
needs to be adopted to strengthen the comprehensive of the
resilience indices. Some electrical parameters, such as the
bus voltage and line current, need to satisfy their security
constraints after the accidents. If they violate their security
constraints, then the system will still have great operation risk
even if the system satisfies the above stability requirements.
Furthermore, the static security indicator is also applied in
this paper to check the structural strength of system after
the accidents. To sum up, the resilience assessment indices
constructed in this paper are shown in Fig. 3.

Resilience Assessment Indices of

Power Systems under Extreme Events

Security assessment indices Stability assessment indices
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severity
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Fig. 3. Resilience assessment indices under extreme events.

The proposed resilience assessment indices contain two
essential elements, the security and stability indices. The secu-
rity indices consist of voltage deviation severity (VDS), line
overload severity (LOS), and static security analysis (SSA).
The stability indices include three elements, static rotor angle
stability (SRAS), static voltage stability (SVS), and static
frequency stability (SFS). The proposed resilience indices aims
to comprehensively quantify system resilience under extreme
events from the aspects of rotor angle, voltage, and frequency
etc. The proposed resilience assessment indices are actually the
most basic operation requirement for power systems. On the
basic of this, the resilience indices can be continually enriched
in different scenarios. The specific calculation processes for
these resilience assessment indices are shown as follows.

1) Voltage deviation severity
The bus voltage amplitude might violate its limit after con-

tingency lines tripped. Some issues such as voltage instability
may be induced if bus voltage violates its constraint. The VDS
is shown as follows:

Sev(U) = (Ui − Ui,nom)/Ui,nom (1)

where Ui denotes the voltage amplitude of bus i; Ui,nom

denotes the nominal voltage of bus i.
2) Line overload severity
Multiple lines may be overloaded after contingency lines

outage. Line overload is prone to cause cascading outage of
power systems. Hence, the situation of line overload needs to
be assessed. The essence of line overload can be attributed
to line overtemperature [29], and thus it can be quantified
from the line temperature. According to IEEE standard [30],
the conductor temperature depends on the heat generated by
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the conductor itself, the heat absorbed, and dispersed from
the outside. Thereby, the transmission line temperature can be
depicted as:

dTc

dt
=

1

mCp
(qj + qs + qc + qr) (2)

where Tc is line temperature; m is line quality; qj is the heat
induced by current; qs is the power of heat absorbed from sun
light radiation; qc is the power of convection heat loss; qr is
the radiation heat emitted from the line. The specific meaning
of these parameters are detailed in [30]. Then, the LOS is
shown as follows:

Sev(I) = (Tc − Tc,max)/Tc,max (3)

where Tc,max denotes the highest acceptable temperature of
lines under normal operation, which is generally 90◦C [31].

3) Static security analysis
The SSA is used to check whether the structural strength of

power systems satisfies the requirement of safe operation after
the accidents. The method of SSA is the N-1 principle [32].
After the vulnerable lines are outage due to extreme events,
the remaining lines will be tripped one by one. If there are no
overload lines and buses with voltage violation and the reliable
power supply can be ensured after the N-1 check, it indicates
that the system can meet the SSA requirement, otherwise the
structural strength of the system has been severely damaged
by extreme events, which has great operation risk.

4) Static rotor angle stability
The SRAS indicator is used to assess rotor angle stability

reserve of power systems after contingency lines outage due
to extreme events, shown as follows:

KP =
Pi − Px

Px
× 100% (4)

where KP is static rotor angle stability reserve coefficient; Pi

is static stable power limit; Px is power at actual operating
conditions.

5) Static voltage stability
The SVS indicator is used to assess voltage stability reserve

of the system after the accidents due to extreme events, shown
as follows:

KV =
Ux − Uc

Ux
× 100% (5)

where KV is static voltage stability reserve coefficient; Ux

is bus voltage amplitude at actual operation conditions; Uc is
critical voltage amplitude of bus.

6) Static frequency stability
In addition to the static voltage stability and static rotor

angle stability, the static frequency stability is also one of
important resilience indices in this paper. Since the proportion
of renewable energy is increasing in modern power sys-
tems, the system inertia drops dramatically causing frequency
stability issues are becoming increasingly prominent. The
eigenvalue analysis method and the electromechanical time
domain simulation method are two common methods for the
static frequency stability analysis [32]. In order to improve
the computational efficiency, the eigenvalue analysis method
is used to analyze the static frequency stability of the system

after the accidents in this paper. If the real parts of all
eigenvalues are negative, then the static frequency stability is
stable, otherwise it is unstable.

B. Dividing Resilience Levels and Control Strategies

The resilience grading strategy can effectively help oper-
ation personnel realize the severity of impacts of extreme
events on power systems, which provides decision-making for
resilience enhancement strategies. The resilience grading strat-
egy includes resilience assessment indices grading and control
strategies grading. First, the proposed resilience assessment
indices are graded according to their severity, shown in Table I.

TABLE I
RESILIENCE LEVEL GRADING STRATEGIES

Resilience
indices

The level of power system resilience
Low Middle High

VDS under −10%
or above 30%

[−10%, −5%)
or (5%, 30%] [−5%, 5%]

LOS above 1.7 (0, 1.7] under 0
SSA insecure – secure
SRAS unstable [0, 10%) above 10%
SVS unstable [0, 8%) above 8%
SFS unstable – stable

In Table I, each of resilience indicator is categorized into
three levels. The higher the resilience level, the smaller the
impact of extreme events on the system and the more safely the
system can operate. The acceptable voltage deviation is ± 5%
under normal operation [33], and thus the VDS belongs to high
resilience level in this case. The voltage should not be lower
than 0.9 p.u. after faults, otherwise the system loses voltage
stability [34]. Meanwhile, the power frequency overvoltage
cannot exceed 1.3 p.u. [35]. Hence, the VDS is at middle
resilience level when it belongs to [−10%, −5%) or (5%,
30%], furthermore, the VDS attributes to low resilience level
when it is under −10% or over 30%. Since the lines are not
overload when the LOS is under 0, the LOS belongs to high
resilience level in this case. The lines are overload if their
temperature is above 90◦C. The lines can operate with 250◦C
for 5 seconds after faults, i.e., the limit temperature of lines
after fault is 250◦C [31]. The LOS is lower than 1.7 when the
line temperature is under 250◦C. Hence, the resilience level
is at middle level in this context. The lines cannot operate
above 250◦C, and thus the resilience level of the LOS is at
the low level if it is more than 1.7. The resilience grading
method of SSA and SFS is similar. If the system is with static
security or static frequency stability after extreme events, then
the resilience level is at high level, otherwise it is at low level.
The two indices do not have middle resilience level. According
to Chinese standard [32], the KP and KV should not be
less than 10% and 8% after accidents. Therefore, the system
resilience is viewed as high level if the KP and KV after
extreme events are higher than them. The system is stable but
its stability reserve is not enough when the KP is between 0
and 10% and the KV is between 0 and 8%, thus the resilience
level is defined as middle level in this case. The resilience
level belongs to low level when the system loses rotor angle
stability and voltage stability. The resilience grading strategy
in this paper is formulated based on related standards, and
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certainly, it can also be adjusted moderately according to real
situation.

Thereby, the resilience level of each resilience indicator can
be determined by Table I. Any one of the indices violates its
operation constraint and the system has great operation risks.
For example, if the SRAS reserve is seriously insufficient,
the system will have huge operation risks even if the other
indicators all meet their operation constraints. Thus, in this
paper, a well-known wooden barrel theory in management
science [36] is adopted to assess the resilience level of the
whole system. The lowest resilience level of all resilience
indices is considered as the resilience level of the whole system
at this moment. Then, corresponding control strategies for
enhancing power system resilience are also divided according
to the system resilience levels, shown in Table II.

TABLE II
CONTROL STRATEGY DIVISIONS

Resilience levels Whether to make a plan Control type
Low Yes Preventive control
Middle Yes Post-event control
High No No control

In Table II, it does not need a plan and control strategies
if the resilience level is at high level since all the resilience
indices operate at a normal state. The low resilience level
represents that the impact of extreme events on power systems
is very great. For instance, the most basic survival requirement
of the system, static stability under small disturbance, cannot
be ensured. The situation is extremely serious in this case. The
post-event control often fails to enhance the resilience well,
while preventive control can often show good control effect in
this context. Thus, preventive control is used to enhance the
low resilience level. The middle resilience level denotes that
the impact of extreme events on power systems is general,
e.g., the system stability reserve is not sufficient but it can
still operate stably. In this case, preventive control and post-
event control can generally both improve system resilience
well, but post-event control is adopted rather than using the
preventive control. The main reason is that preventive control
is formulated based on predicted accidents. An inevitable
concern is whether the accidents can be predicted accurately.
There are certain risks when executing the preventive control.
Thus, preventive control should not be executed lightly unless
the situation is very serious and post-event control is hard to
well defend against extreme event, such as the situation of low
resilience level. In other situations, post-event control should
be executed as a priority. The specific control principle and
available control methods of resilience enhancement strategies
for different resilience levels are listed in Table III.

TABLE III
CONTROL PRINCIPLE AND METHOD

Resilience levels Control principle Control method
Low Little load loss Controlled islanding, etc.
Middle Without load loss Generator shedding, etc.
High – –

In Table III, the specific control methods are all from the
three defensive lines of power systems [22], e.g., post-event

control required for middle resilience level is the control
strategies in the second and third defensive line, and preventive
control required for low resilience level is the preventive con-
trol strategies in the first defensive line. When the resilience
level is at the low level, since the impact of extreme events on
power systems is very great, the load loss induced by resilience
enhancement strategies is allowed in this case, but it should
be as little as possible. The specific control methods for the
low resilience level can be executed from the source, network,
and load side of power systems, such as controlled islanding,
generator/load shedding. Because the impact of extreme events
is general at the middle resilience level, the control principle
does not allow load loss in this case. The control methods for
the middle resilience level need to be carried out from the
source and network side of power systems, which includes
generator shedding and DC modulation, etc.

In summary, before extreme events, the system resilience
level can be firstly obtained by Table I. The control types are
then obtained based on Table II. Finally, the control method
with the lowest control cost and the best control effect is
executed according to the control principle of Table III to
enhance system resilience.

C. A PCI Based Resilience Enhancement Strategy

Most literature is devoted to post-event control, while the
preventive control of the first defensive lines is weak in
resisting extreme events. Hence, this section will focus on
the preventive control required for the low resilience level,
and propose a PCI strategy to boost the system resilience.
The core of the proposed PCI is to remove contingency lines
before extreme events. In other words, the contingency lines
will be included in the splitting surface. Then, the system will
be split into two islands under the splitting surface before
extreme events. When extreme events really come, since
the contingency lines have been removed by the controlled
islanding, the outage of contingency lines caused by extreme
events has no impacts on the system and both islands can
operate safely during extreme events. When the impact of
extreme events is gone, the two islands are connected and
restore to normal operation state before splitting. The proposed
PCI aims to ensure secure operation for all islands and power
supply for all loads as much as possible under extreme events.

Based on the above idea, determining an appropriate split-
ting surface that can form self-adequate islands after splitting
is another vital issue. Much research has been conducted on
solving splitting surface, such as slow coherency method [23],
graph theory [24], [25], and heuristic algorithm [26]. In this
paper, a mixed integer linear programming (MILP) method
based on the authors’ prior work [25] is used to determine the
splitting surface that can satisfy various splitting constraints.

The controlled islanding can be regarded as a graph partition
problem in graph theory. Searching splitting surfaces is to find
a set of cut sets satisfying various constraints and divide the
graph into several subgraphs. Suppose that there are N lines
in the contingency, since the contingency lines need to be
included in splitting surface according to the proposed PCI, the
buses on both sides of these contingency lines need to belong
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to two different islands after splitting, and the constraint can
be expressed as:

Nk∑
k=1

xi,k = 1, i ∈ ΩB (6)

bl =

{
1, if xi,k = xj,k

0, if xi,k 6= xj,k

(7)

where xi,k and bl are binary variables: xi,k = 1 denotes
that the bus i belongs to island k, otherwise it is 0; bl =
1 represents that the line ij belongs to islands, otherwise the
line belongs to the splitting surface; ΩB is the set of all buses;
Nk is the number of islands after splitting. The bl of (7) can
be transformed as:

bl =

Nk∑
k=1

xi,k · xj,k, i ∈ ΩB (8)

Let yk = xi,k · xj,k. Therefore, the (8) can be transformed
as: 

bl =
∑Nk

k=1 yk

yk ≤ xi,k, yk ≤ xj,k

yk ≥ xi,k + xj,k − 1

yk ∈ (0, 1)

(9)

The contingency lines can be included in splitting surfaces
from the constraints (6) to (9). Other constraints of controlled
islanding, such as the connectivity constraint of islands after
splitting, the voltage amplitude constraint, and the power
balance constraint, are detailed in [25]. The objective function

for determining splitting surfaces is usually minimizing the
load shedding and minimizing the power flow disruption in
current research. Minimizing the load shedding is as the
objective function of the proposed PCI in this paper since the
preventive control strategy should cause as little load loss as
possible, which is shown as:

min

Nb∑
i=1

(Pmax
Di − PDi), i ∈ ΩB (10)

where Nb is the number of buses; Pmax
Di is the load active

power of bus i before splitting; PDi is the load active power
of bus i after splitting. Then, the splitting surface that satisfies
the objective function (10) and various splitting constraints can
be determined based on the MILP method [25].

IV. SIMULATION TESTS

In this section, the typhoon disaster of extreme events is
taken as an example, and a real power system located in the
east coast of China is used to test the proposed method. In
order to give a deeper insight of the proposed method, two
real typhoons that ever hit the system in 2019 and 2020,
named Lekima and Hagupit, are respectively applied in the
test system to verify the proposed method. The test system
and the trajectories of the two typhoons are shown in Fig. 4.

The system contains 108 buses, where the active powers
of all generators and loads are 4125 MW and 4080 MW
respectively in the system. The red dotted curve in Fig. 4
denotes the moving trajectory of the Lekima, and that of the
Hagupit is the blue curve. The latitude and longitude of the two
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typhoons’ center at different moments are predicted by [37].
Meanwhile, two severe rainstorms were originated by both
typhoons, and the 24-hour rainfall caused by them in the region
were both 300–500 mm. Next, the two typhoons are imposed
on the system respectively to test the proposed method.

A. Simulation for Resilience Assessment Methods

The facility-level resilience assessment is conducted firstly.
Transmission lines and towers are generally more likely to be
subject to damages of typhoons [10], and thus the lines and
towers are the focus of the facility-level resilience assessment
in this paper. The fragility surfaces of lines and towers of the
system under typhoons and rainstorms are shown in Fig. 5.

The fragility surfaces of Fig. 5 were generated from the
authors’ previous work [8], where the material parameters of
lines and towers are the most common type in the system. The
fragility surfaces reflect the failure probability of transmission
lines and towers under different typhoon wind speed and
rainfall intensity. The simulation step is an hour since the
typhoon forecast information is updated every hour. We only
use the prediction information of current moment to predict
the outage probability at the next moment. This can ensure the
accuracy of prediction. Thereby, the outage probabilities of all
lines due to each of the two typhoons at different moments
can be determined respectively by the method of [8], where
those of partial lines are shown in Fig. 6.

It can be seen from Fig. 6 that the outage probabilities
decrease over time, as the typhoon wind speed drastically
drops after landing. The long-term operation experience in the
system indicates that the outage probability threshold of lines
is about 0.1 due to typhoons. Therefore, the lines with outage
probabilities higher than the outage threshold are viewed as
contingency lines at each moment. Thereby, the contingency
lines caused by the Lekima are L87-91 at the moment 1, L70-
67 and L82-79 at the moment 2, and L68-64 and L71-72
at the moment 3. There are no lines with outage probability
higher than the threshold after the moment 3. Meanwhile, the
contingency lines due to the Hagupit are also available, i.e.,
L91-87 and L77-76 at the moment 1, as well as the L29-27

and L25-34 at the moment 2. The system has no contingency
lines after the moment 2. Then, the system resilience of each
moment after each of the two typhoons can be obtained based
on the proposed resilience assessment indices, which is shown
in Tables IV and V respectively.

TABLE IV
RESILIENCE ASSESSMENT RESULTS UNDER THE LEKIMA

Resilience indices Moment 1 Moment 2 Moment 3
VDS −4.81% −6.16% –
LOS −0.39 −0.31 –
SSA secure secure insecure
SRAS 10.36% 8.42% unstable
SVS 8.7% 5.69% unstable
SFS stable stable unstable

TABLE V
RESILIENCE ASSESSMENT RESULTS UNDER THE HAGUPIT

Resilience indices Moment 1 Moment 2
VDS −6.53% –
LOS −0.28 –
SSA secure insecure
SRAS 8.71% unstable
SVS 3.94% unstable
SFS stable unstable

In Tables IV and V, the VDS and the LOS are the most
serious value of all buses and lines at different moments.
The SRAS reserve coefficient and SVS reserve coefficient
are the smallest value of the all buses. In Table IV, since
the resilience indices are with normal operation at moment
1, the resilience level is at high level at this moment and
no resilience control strategies need to be carried out. At
the moment 2, other resilience indices are at high resilience
level, while the SRAS, VDS, and SVS violate their operation
constraints. According to the proposed resilience level and
control strategies grading strategies, the resilience level of the
whole system belongs to middle level in this case, and post-
event control should be executed to enhance the resilience. At
the moment 3, the system stability has been damaged and all
resilience indices operate at low resilience level, denoting that
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Fig. 5. Failure probability of lines and towers. (a) Outage probability of line spans. (b) Outage probability of towers.



864 CSEE JOURNAL OF POWER AND ENERGY SYSTEMS, VOL. 10, NO. 2, MARCH 2024

0

0.05

0.1

0.15

0.2

0.25

4

1 2 3
5

6 7 8 9
10

11
12

Moment

Line Number

O
u
ta

g
e 

P
ro

b
ab

il
it

y

L11-12

L4-14

L87-91

L3-5

L41-42

L70-67

L55-54

L94-104

L82-79

L72-76

L68-64

L48-49

L102-103

L71-72
L19-20

L78-79

L70-108

L94-91

L47-48

L91-92

(a)

0

0.05

0.1

0.15

0.2

4

1
2 3

5
6 7

8 9 10 11
12

Moment

Line Number

O
u
ta

g
e 

P
ro

b
ab

il
it

y

L5-3

L5-14

L34-33

L34-29

L40-32

L25-34

L91-87

L68-51

L53-51

L29-27

L72-71

L51-44
L98-82

L56-51
L75-73

L87-85

L51-50

L43-42

L77-71

L91-92

(b)

Fig. 6. Outage probability of partial lines due to each of the two typhoons. (a) Outage probability due to Lekima. (b) Outage probability due to Hagupit.

the system has been collapsed and resilience level of the whole
system is at low level and the preventive control is urgent to
be implemented. Similarly, in Table V, the resilience level of
the whole system respectively belongs to middle level and
low level at moment 1 and moment 2. The post-event control
and the preventive control need to be enforced respectively to
enhance the system resilience under different moments.

After resilience assessment using the proposed resilience
indices, the resilience level of each resilience indicator and
the resilience level of the whole system can be determined
based on the proposed resilience grading strategy. Then, corre-
sponding resilience control strategies and their guidelines can
be formulated based on the resilience grading results, which
helps power systems resist extreme events. From Tables IV
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and V, the proposed resilience assessment indices could assess
the system resilience from the security and stability of the
whole system, which is more comprehensive and effective than
current resilience indicators.

B. Simulation for Resilience Enhancement Strategies
This section will focus on testing the control effect of the

proposed PCI. Thus, it is assumed that there is no post-event
control in the system. The proposed PCI is used to enhance
the system resilience against the Lekima firstly. The system
resilience is at low level due to the Lekima at the moment 3,
and thus the proposed PCI should be carried out at the moment
2 to enhance the resilience of the moment 3. According
to the core idea of the proposed PCI, the splitting surface
should include the contingency lines L68-64 and L71-72 at
the moment 3 to remove their impacts in advance. Moreover,
to form self-adequate islands after splitting, several security
constraints listed in the Section III.C and the objective function
of minimizing the load shedding need to be satisfied. Then,
the splitting surface can be determined as L64-68, L68-69,
L51-53, L51-52, L51-50, L49-48, L71-72 and L72-76 using
the MILP method of [25], shown in Fig. 7.

In Fig. 7, the splitting surface includes the contingency
lines L68-64 and L71-72 of the moment 3, and two islands,
island A near the west and island B near the east, are
formed after splitting. Since the power between generators and
loads are generally unbalanced for each island after splitting,
generator/load shedding need to be executed to balance the
power. The 288 MW generator shedding and 295 MW load
shedding need to be executed to balance the power of the two

islands using the method of [25]. Thereby, the control cost of
the proposed PCI is the load loss of 295 MW in this case.
Then, the resilience assessment for the island A and island B
using the proposed resilience indices is carried out to verify
the control effect of the PCI, shown in Table VI.

TABLE VI
RESILIENCE ASSESSMENT RESULTS FOR ISLAND A AND B

Resilience Indices Island A Island B
VDS −4.19% 4.45%
LOS −0.32 −0.24
SSA secure secure
SRAS 12.15% 12.92%
SVS 11.10% 9.86%
SFS stable stable

In Table VI, all the resilience indices of the two islands are
at high resilience level, representing that the whole system
resilience is at high level after the PCI. Since the contingency
lines have been removed by the PCI in advance, the system
can operate at this high resilience level when the Lekima really
comes. Thus, the proposed PCI can effectively enhance the
system resilience against the Lekima.

To further verify the effectiveness of the proposed PCI, it
is further used to enhance the system resilience against the
Hagupit. Since the resilience level of the whole system caused
by the Hagupit is at low level at the moment 2, the proposed
PCI needs to be carried out at the moment 1 to enhance the
system resilience at the moment 2. The contingency lines
caused by the Hagupit are the L29-27 and L25-34 at the
moment 2, and they need to be removed in advance by the
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proposed PCI. Herewith, the splitting surface that contains the
contingency and satisfies various splitting constraints can be
obtained using the MILP [25], i.e., L15-17, L16-17, L18-19,
L33-19, L34-105, L34-25, and L27-29, shown in Fig. 8.

It can be seen from Fig. 8 that two islands, island C
and island D, are formed after the proposed PCI, and the
contingency lines have been removed. A total of 340 MW
load shedding needs to be executed after splitting to balance
the power, and thus the control cost caused by the PCI in this
case is 340 MW load loss. The resilience of the island C and
D is assessed by the proposed resilience indices to verify the
control effect of the PCI, shown in Table VII.

TABLE VII
RESILIENCE ASSESSMENT RESULTS FOR ISLAND C AND D

Resilience Indices Island C Island D
VDS 4.92% 4.91%
LOS −0.24 −0.29
SSA secure secure
SRAS 14.81% 13.90%
SVS 10.13% 9.63%
SFS stable stable

In Table VII, the resilience levels of all resilience indices
for the two islands after the proposed PCI are at high level,
which indicates that the whole system is at high resilience
level when the Hagupit really comes. Therefore, the proposed
PCI can help the system defend against the two typhoons with
good control effect and low control cost. Moreover, the first
defensive line of power systems can actually play a vital role in
defending against extreme events and enhancing power system
resilience, which is well worth being reinforced.

C. Comparison Between the Preventive Control and the Post-
event Control

In order to verify the advantage of the preventive control
in boosting the low resilience level, the post-event control
is tested to compare with the preventive control in this
section. The controlled islanding in post-event control, i.e.,
the second defensive line of power systems, is used to resist
the two typhoons in this section. For ease of illustration, the
controlled islanding in post-event control is called as tradi-
tional controlled islanding (TCI) in the following. Since the
proposed PCI and the TCI are both involved in the controlled
islanding, the preventive control and the post-event control can
be compared by them in a more reasonable fashion. Due to
the limitation of space, the comparison is only conducted by
Lekima. The TCI is to separate generators losing coherency
into different islands to prevent transient instability of the
system after accidents. A plan needs to be formulated for the
TCI before accidents, and then the TCI should be executed
after accidents. The coherency of all generators after the
contingency tripped at the moment 3 is shown in Table VIII
through the time domain simulation.

The coherency of all generators will be divided into four

TABLE VIII
THE COHERENCY OF GENERATORS AFTER THE LEKIMA

Coherency group Generator buses
1 12
2 28
3 67
4 Other generators
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groups after the contingency lines tripped from Table VIII.
Therefore, the number of islands after the TCI is four, and
these generators losing coherency should be respectively sep-
arated into four islands. To better compare the control effect,
the objective function and security constraints of the TCI are
the same as the proposed PCI when determining the splitting
surface. Then, the splitting surface obtained by the TCI can
be determined as L5-7, L7-13, L6-13, L8-9, L12-30, L32-28,
L27-28, and L68-67 using the MILP [25], shown in Fig. 9.

The system is separated into four islands from Fig. 9, and
those generators losing coherency are separated respectively.
It can be observed that the generator 67 and 28 are split from
the whole system, forming two islands, each only with one
generator bus, which causes the whole system to lose two
generators. The island E and island F are the two islands with
generators and loads after splitting. A total of 687 MW load
shedding needs to be executed after the TCI to balance the
power of each island, and thus its control cost is 687 MW
load loss. The control effect of the TCI is assessed by the
proposed resilience assessment indices, shown in Table IX.

TABLE IX
RESILIENCE ASSESSMENT RESULTS FOR ISLAND E AND F

Resilience Indices Island E Island F
VDS −5.57% 4.53%
LOS −0.19 −0.36
SSA insecure secure
SRAS 9.16% 10.25%
SVS 5.53% 9.87%
SFS stable stable

In Table IX, all the resilience indices of island F are at high
resilience level, indicating that the resilience of the island F is
at high level. However, the condition is not optimistic for the
island E. The VDS, SRAS, and SVS violates their operation
constraints, belonging to middle resilience level. The SSA of
island E is insecure since the island has only one generator
bus 12 and the generator has only one transmission line L11-
12 to other loads. During the SSA, all the loads of island E
will be lost if the L11-12 is tripped, which indicates that the
structural strength of island E is damaged severely after the
TCI, and the resilience level of island E is at low level.

The comparison of the proposed PCI and the TCI under the
Lekima in control effect and control cost is detailed in Table X.
In Table X, the control effect is represented by the resilience
level after the two control strategies. Obviously, the higher
resilience level of each island after the two control strategies,
the better the control effect. The control cost is quantified
by the system load loss after the two control strategies. The
control cost is satisfying when the load loss is little.

TABLE X
COMPARISON BETWEEN THE PROPOSED PCI AND THE TCI

The proposed PCI The TCI
control effect control cost control effect control cost
high level 295 MW low level 687 MW

From Table X, the islands after the proposed PCI are all at
high resilience level, while there are islands with low resilience
level after the TCI. This indicates that the proposed PCI has
better control effect than that of the TCI. Since the number
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of islands after the TCI is large and some generators are lost,
the number of load shedding after the TCI is more than that
of the proposed PCI, and then the control cost of the TCI
is higher than that of the proposed PCI. Hence, when the
impact of extreme events is very great causing the system
resilience level is quite low, the preventive control can show
better control effect and lower control cost than that of the
post-event control in boosting system resilience. The post-
event control is hard to enhance the system resilience well in
this case, which needs additional control measures to remedy.
However, the preventive control can display excellent control
effect, and thus it Is crucial to strengthen the first defensive
line of power systems to defend against extreme events.

D. Comparison of Different PCI Strategies

To give a further insight to the proposed method, in this
section, the PCI of [21] is used to compare with the proposed
PCI of this paper. The core idea of [21] is to isolate all
contingency lines with higher outage probability into an island
before extreme events to prevent the spread of the impacts
due to these contingency lines tripped. The load loss is
the resilience assessment indicator in [21], which provides
decision-making for the PCI. To better comparison, in this
paper, the proposed resilience assessment indices are used
to provide decision-making for the PCI of [21]. Due to the
limitation of space, the comparison is only conducted by
Lekima, where the PCI of [21] is executed at the moment 2 to
boost the system resilience at the moment 3. Without losing
generality, the MILP of [25] is also applied to determine the

splitting surface, and the constraint and objective function are
the same as the PCI of this paper. Thus, the splitting surface
based on the idea of PCI [21] can be determined as L63-64,
L62-64, L51-53, L51-52, L51-50, L48-49 and L25-26 using
the MILP [25], shown in Fig. 10.

After the PCI of [21], two islands, island G near the west
and island H near the east, are formed, where the island
G does not contain contingency lines L68-64 and L71-72,
and contingency lines are all isolated into the island H. The
315 MW load shedding needs to be executed after the PCI
of [25] to balance the power of both islands. It can be seen
that the scale of island H is large since the contingency lines
are with far electrical distance. Then, the resilience of the two
islands after the contingency lines tripped due to the Lekima
is assessed, shown in Table XI.

TABLE XI
RESILIENCE ASSESSMENT RESULTS FOR ISLAND G AND H

Resilience Indices Island G Island H
VDS −4.90% −7.34%
LOS −0.24 −0.15
SSA secure secure
SRAS 12.18% 5.32%
SVS 10.65% 2.05%
SFS stable stable

In Table XI, the island G can operate at the high resilience
level when the Lekima comes since there are no contingency
lines in the island. The island H includes two contingency
lines after the PCI of [21], causing its stability reserve is not
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sufficient after the contingency lines tripped, and the resilience
of the island H belongs to middle level. Thus, there is an island
with middle resilience level when the PCI of [21] is used to
resist the Lekima. The control effect and control cost induced
by the proposed PCI and the PCI of [21] are listed in Table XII.

TABLE XII
COMPARISON BETWEEN THE PROPOSED PCI AND THE PCI OF [21]

The proposed PCI The PCI of [21]
control effect control cost control effect control cost
high level 295 MW middle level 315 MW

In Table XII, the control costs of the two PCI strategies
under the two typhoons are both induced by the load shedding
after splitting, which has not many gaps between them. The
islands after the proposed PCI are all at high resilience level
since the contingency lines are removed in advance. However,
because there are contingency lines in an island after the PCI
of [21], the resilience of one of the islands with contingency
lines must be influenced. For instance, after enforcing the
PCI of [21], there is an island H with middle resilience level
after the Lekima. This indicates that the proposed PCI has
better control effect than that of the PCI of [21] in defending
against the Lekima. However, this cannot demonstrate that the
control effect of the proposed PCI is better than that of the
PCI of [21] in all cases. Strictly speaking, the comparison of
the two PCI strategies is easily affected by various factors
such as the typhoon trajectory and system structure. Hence,
the two PCI strategies could show respective advantages in
different scenarios. The proposed PCI and the PCI of [21]
could be viewed as complementary. The organic combination
of the two PCI strategies can provide more secure operation for
power systems under extreme events, and this will be studied
in our future work.

V. CONCLUSION

This paper has presented a unified framework for preventive
control of power systems to enhance the system resilience
against extreme events. The framework includes three compo-
nents: resilience assessment, resilience grading, and resilience
enhancement. The proposed resilience assessment indices can
reflect system resilience from the safe and stable operation of
the whole system, which is more comprehensive and effective
than current resilience assessment indices. The proposed PCI
can ensure security operation for all islands after splitting and
provides the reliable power supply for all loads as much as
possible, which drastically enhances power system resilience.
The preventive control of power systems can actually show
preferable control effect, which well deserves to be reinforced
to resist extreme events.

Similar to the TCI, the proposed PCI is also a dispatch
strategy, which contributes the operation personnel of power
systems to make decision-making under extreme events. How-
ever, in contrast to the TCI, the dispatch strategy of PCI
is formulated and executed before extreme events, and it is
updated every once in a while, which depends on the predic-
tion frequency of extreme events. For instance, in this paper,

since the typhoon prediction information is updated every
hour, the dispatch strategy of PCI is also updated every hour.
Before extreme events, the facility-level resilience is assessed
according to the prediction information. Once some facilities
are predicted to be damaged, then the proposed method,
i.e., system-level resilience assessment, resilience grading, and
enhancement strategies, will be immediately carried out. The
proposed method will be implemented in the entire period of
extreme events until their impacts disappear.

In summary, when the proposed method in this paper is used
in practice, it is mainly aimed at the transmission network
of 110 kV and above. The network size is one city or
several surrounding cities, depending on the impact ranges
of extreme events. The costs caused by the proposed method
are quantified by load loss in this paper. The smaller the load
loss induced by the PCI, the lower the cost. Some other costs,
such as the economic costs after the PCI, are also well worth
being considered, which will be investigated in our future
work. Moreover, the proposed method is more suitable to cope
with extreme events which can be predicted, such as typhoons,
rainstorms, and snowstorms. In practice, some extreme events,
such as artificial attack, are often hard to be predicted before
happening since they have very intense human subjectivity. If
the proposed method is applied to defend against these extreme
events, a potential method is to seek weak points of power
systems in advance, and then formulates the PCI strategy. This
valuable work will be studied in the future work.
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